introDUction
Problems and open issues related to data privacy and consumers' rights have always existed, as well as attempts to regulate them through numerous laws and regulations. Contemporary information and communication technologies have rapidly shifted the boundaries of privacy. However, the fact that all has its limits is confirmed by frequent public debates on this topic, as well as the latest data which show that around 80% of American citizens believe that the right for privacy comes immediately after the right to live and be free.
We can safely conclude that, from consumers' perspective, data protection is certainly the most important. But, while in the protection of these rights in traditional commerce one could use developed case law and numerous legal provisions, the position of consumers in internet marketing is uncertain. Infinite ease is a characteristic of electronic data handling rather than traditional paperwork. Copying books in the middle Ages lasted for years, and until recently the same procedure had been carried out quickly only by using rare devices available to a small number of people. Currently, the situation is completely different. With just one mouse-click on a personal computer, one can access a large number of data and information. These challenges require that the legislation in the field of data protection provides adequate solutions and ensures maintenance of consumers' confidence in internet marketing. The main problem for consumers is collecting sensitive personal data, and the possibility of their abuse in order to create consumer profiles, as well as complete dossiers about their purchasing habits, interests and the like. Therefore it is necessary to mobilize the public and raise awareness among people about the need for privacy protection. One of the possible solutions is to outline unique, global laws that would ensure effective control over data and information collection, as well as transparency of their further use.
The aim of this paper is to emphasize the exceptional role of legal norms in regulating the problem of consumers' data privacy protection, and to highlight their contribution to the development and dissemination of trust in internet marketing activities. Also, special attention will be paid to the legislation of the mentioned field in the European Union and the United States, with reference to the current circumstances and future prospects of data protection in Serbia.
Abstract: There is a growing number of companies that are, in its operations and dealings with consumers, turning to the Internet and using huge opportunities that it provides. Therefore, Internet marketing is now experiencing extreme expansion and it is considered to be the marketing segment that is vulnerable to intensive and continuous change. Along with the positive effects brought to both businesses and consumers, there are some negatives associated with this form of marketing, and one of them is the insufficient protection of privacy. The fact is that we must raise the level of data protection, and improve its quality. Intense changes have to be taken on the normative level, because there are still plenty of reasons for the dissatisfaction of consumers when it comes to protecting their privacy. Thus, the legislation must play a key role in building consumer confidence as well as in the establishment of a positive relationship with marketers. The aim of this paper is to show the importance of the construction of such levels of private data protection which will establish longterm partnerships between consumers, marketers and other participants in the market, since only the aforementioned relations can bring prosperity to all parties. The paper will make a comparative analysis of the legislative framework in this field in the United States, the European Union and Serbia, as well as stress still present significant backlog of Serbia in relation to the aforementioned developed countries.
neeD for Defining LegaL normS to regULate Data priVacy protection
One of the most controversial topics that not only intensely involve governments around the world, but also many non-governmental organizations is related to privacy and protection of personal information of consumers. Currently, due to the widespread use of the Internet and direct marketing, privacy issues are becoming increasingly important. "Online business" uses demographic information (for example, personal information of credit card numbers), giving the consumer a fear of performing "online shopping activities. " According to some estimates, as many as 77% of Internet users have never purchased a product online, and nearly 86% showed a fear that other users could use their credit card numbers, which is private information according to them (Končar, 2003, p. 269-270) . All this suggests that the issue of protection of consumer privacy in one of the most important issues of internet marketing. Of course, the problem lies not in the fact that internet marketing has become one of the key selling strategies, but in the unauthorized use and sharing of personal information of consumers. Even in the first European directives dealing with this issue it was well known that data collected for one purpose cannot be used for any other purpose without the consent of the individual whose data were in question. This meant that the individual actively brought decisions on any new use or sharing of information. However, experts in Internet marketing, and legislative authorities as well, were prone to liberal interpretation of this provision. They believed that the consent of the consumer to use his or her personal data for marketing purposes would also permit them to trade with a third party if it would use the data for marketing purposes.
Although it seems that the right to privacy came into the focus of public interest along with the expansion of new technologies, legal science has been dealing with it for more than a century. One of the earliest definitions is that it is "the right to be left alone," but today it is much more discussed from the standpoint of property rights over the information and their use. Moreover, a recent survey in the US showed that respondents are more concerned about the disclosure of information held by various agencies and companies rather than environmental control. The reason lies in the fact that the data collected through internet marketing are so valuable that the FBI and tax services have been interested in them lately.
Privacy issues include the right to be free from unreasonable personal intrusions and so we can safely say that it has been a legal and social issue of a large number of countries for many years. Today the right of privacy is recognized in its virtual form and it is closely related to the following characteristics (Salai, Končar, 2007 , p. 268):
• The right of privacy is not an absolute right and it balances in relation with the needs of the society.
• The right of publicity is superior to the right of individual privacy.
According to this, we can conclude that the right of privacy and its protection are a very sensitive issue and therefore it is very difficult to identify and define specific legislation.
LegiSLation in tHe fieLD of Data priVacy protection
Every individual has a right to know which personal information about him or her are collected, how they are processed and for what purposes they are used. Consumers must be given the possibility of checking personal data stored in various databases and registries to decide independently whether these data can be used in internet marketing. One of the basic principles of protection of data confidentiality is the principle of ownership over stored data that clearly defines who is responsible for ensuring the protection of data and who determines the possibility to access the data (ISO/IEC 17799 norm). There are many situations in which the data must not be available to the general public because their general availability could be misused for any reason and in any manner. Some information must be kept secret due to the need to protect the general, common and business interests, and some for the protection of individual privacy. Therefore, concrete measures to protect the insight and access to confidential information against unauthorized persons must be taken. In the case law of many countries, this issue is approached in different ways, which we will to explain through the examples of the US, the European Union and Serbia.
Data privacy protection in the USA
In the United States, Canada and Germany, the right of privacy is expressly guaranteed or can be derived from the Constitution or the Statute of the country. In the UK and the US, there is also protection of privacy In the US it is argued that the privacy of individuals is provided by the First Amendment that guarantees freedom of speech and association, Fourth Amendment, which provides protection against unreasonable collection of personal information, as well as the Fourteenth Amendment which guarantees that all individual rights guaranteed by law will be respected (Laudon, Traver, 2002, p. 470) . Except by the Constitution and the common law, individual privacy is guaranteed and presented through federal and state laws.
Governments around the world are responding to the growing public concern about online privacy and extending well-developed concepts of privacy and offline business to online business as well. In the US, the Federal Trade Commission (FTC) has taken the lead in conducting research about online privacy and making recommendations of legislative framework to the Congress. The Commission seeks to ensure efficient functioning of markets by protecting consumers from unfair practices and fraud, providing them at the same time with a larger choice as a result of encouraging competition. In 1995, the Federal Trade Commission started a series of online privacy researches, with regard to their attitude that online invasion of privacy could involve fraudulent and unfair conduct. In 1998, the Commission published the principles of fair information practices (FIP) on which it based its assessments and recommendations for online privacy.
These principles are continually striving to develop a form that is suitable for solving the problems of online privacy. They represent the basic rules on the protection of privacy in direct, internet marketing. The most important law on privacy which is directly influenced the formulation of the abovementioned principles is the Law on Protection of Children on the Internet, which implies the granting of permission by the parents to collect information regarding children under the age of 13 (Laudon, Traver, 2002, p. 471). Currently, the principles of the Federal Trade Commission are only guidelines, not laws. However, they are used as a basis for the development of new legislation on the protection of data privacy in the USA. 
Data privacy protection in the European Union
In Europe, privacy is regulated much more strictly than in the US. In the US, private companies and organizations are permitted to use personal information collected in commercial transactions for other business purposes, without prior consent of the consumers (Marković, 2003) . In the US there is no federal agency responsible for enforcing the Law on Privacy, but instead the Law on Privacy is being implemented mainly through self-regulation by companies or individuals. The European approach to privacy protection has a more comprehensive and regulatory nature. European countries do not allow companies to use personal information collected from consumers without their prior consent. Privacy laws are implemented through establishing data protection agencies that take care of consumer complaints and enforcement of the laws in practice (Laudon, Traver, 2002, p.476). The Directive on Data Protection (DPA), a decision made by the European Commission in 1998, provides standardization and extension of the protection of privacy in all EU countries. The Directive is based on the principle of Fair Information Practices (FIP principles) with the extension regarding giving consumers control over their personal information. The Directive requires companies to inform consumers when collecting information about them, and about the ways the collected information are stored and used. Consumers must give their consent before the companies begin to use the data about them. They also have the right to access the information, the possibility of their correction, as well as to prohibit the collection of further information for marketing and other purposes. The Directive prohibits the transfer of personal data to those companies or countries that do not have a similar privacy policy. This means that the data collected in Europe by US companies may not be transferred or processed in the United States (which has less severe privacy laws). However, the Ministry of Commerce of the EU in cooperation with the European Commission has developed a security policy, the so-called "Safe harbor" principle for American companies. The companies that decide to participate in this program must develop a privacy policy that meets the European standards and enroll in the Web Registry kept by the Ministry of Trade of the EU (Laudon, Traver, 2002, p.476-477) .
In essence, the DPA operates in two directions: on the one hand it grants certain rights to individuals, and on the other it forces those who collect personal information on consumers to inform them about the purpose and manner of their use, as well as to follow the proper guidelines. The Directive requires companies to provide detailed descriptions of (Bandypadhyay, 2002, p.247):
• data stored, • the purposes for which the data may be used, • sources from which the information are collected, • third parties to which the information may be passed, • countries or companies to which the information can be transferred.
The Directive includes eight principles which represent obligations for those companies that collect and use personal information on consumers. Basic principles of data manipulation are as follows (Bandypadhyay, 2002, p.247):
1. Handling data must be fair and lawful. 2. Data can be collected and used only for specific, clear and legitimate objectives. 3. Only those data that are relevant for mentioned purpose may be collected, and the availability of data should be granted only to those who are registered. 4. Provide accurate and updated information. 5. Take all necessary steps to correct or delete inaccurate information. 6. Data storage time should not be longer than required for the purpose for which the data are collected. 7. Ensure security of data against accidental or unauthorized access or manipulation. However, the data must be available to the data subject (the person whose personal data is processed) who, if necessary, shall be entitled to correct or delete any information about him/her. 8. Guarantee the implementation of safety measures in the event of data transfer abroad.
According to Bandypadhyay (2002) the Directive also provides the following rights to data subjects:
The right to information means that the data subject must always know when the data about him is collected, whereas the right of access provides secure access to the data in whatever form they are (text, images, etc.). Respecting the correction right, the subject has the possibility of correction or deletion of certain data. His/her last right leaves space for giving comments on certain data and information collected about him/her.
The abovementioned data protection principles apply to information regarding individuals, not organizations. If the data subject believes that there is a violation of one of the principles (or any other provision of the Law), but is unable to independently solve the problem, he/she can complain to the Commissioner for Information. If the Commissioner finds that the complaint is justified, and that it cannot be resolved informally, then he may decide to send a notification to the user of the data. On the other hand, the user of the data can appeal to an independent court for data protection. If it gets proven that a crime was committed, the Commissioner may pursue the user in court. However, the abovementioned principles of privacy are extremely broadly and vaguely defined, so it is very difficult to determine how much information is "relevant" or what constitutes "reasonable" activities, and as a result, to prove a criminal offense is very difficult as well. It is important to emphasize that there is a large number of exemptions from the DPA, which enables companies and other organizations to collect and keep personal data under certain circumstances. Also, this does not make it easier for consumers to understand and exercise their rights. As a result, the public is aware of a very small number of cases of data abuse and there are an even smaller number of achieved successes in proving the guilt of companies. Another reason for such a low rate of prosecution results from the fact that although the Information Commissioner is obliged to consider all objections, he does not have the authority to initiate an investigation against the registered users of data or the power to compel the companies to pay compensations to data subjects (Bandypadhyay, 2002, p. 249 ). However, the legislation provides a useful framework that companies must follow, and provides an opportunity for individuals in the EU, who are concerned about their privacy, to obtain the necessary information and support.
With the increase in the number of international consumer transactions, international transfer of data has increased significantly as well. It became necessary to regulate such cases, mainly because some countries do not guarantee unconditional protection of data transfer. It is the eighth principle of the EU Directive on Data Protection that prohibits the transfer of personal data outside the European Economic Area (EEA) unless that country provides adequate protection for the rights and freedom of data subjects. This causes some problems because of the difficulties in adequate assessment of the level of protection, and requires the execution of certain checks (Bandypadhyay, 2002, p.251):
• If the data intended for transmission, they can be accessed from Web sites in the destination country.
• If the destination country is within the EEA then the transfer will not affect the eighth principle of the Directive on Data Protection, but there are other regulations that must be followed.
• There are certain exceptions to this rule, for example, if the company uses a Web site for selling goods abroad, it can take the names and addresses of customers for delivery.
• When it comes to countries outside the EEA, the European Union publishes a list of countries with the appropriate level of protection.
• For countries that are not on the list of "safe countries", adequacy tests are performed.
The last Directive on Privacy and Electronic Communications from 2002 (the Directive 2002-58 ECConcerning the Processing of Personal Data and the Protection of Privacy in the Electronic Communications) requires the provision of basic rights and freedoms to natural persons in relation to the processing of personal data, especially when it comes to privacy rights, to ensure the free flow of personal data (Surčulija, 2004, p.50) . The goal of this directive is to protect the fundamental rights and freedoms of natural persons, in particular their right to privacy, as well as legitimate interests of legal persons in relation to the processing of personal data.
Data privacy protection in the Republic of Serbia
The protection of personal data is guaranteed by the Serbian Constitution and the Charter of Human and Minority Rights. The Law on Personal Data Protection regulates the conditions for collecting and processing of personal data, the rights of individuals and the protection of rights of persons whose data are collected and processed, restrictions on personal data protection, the procedure before the competent authority for personal data protection, data security, records, the transfer of data outside the Republic of Serbia and supervision over the implementation of this law. The protection of personal data is performed by the Commissioner for Information of Public Importance and Personal Data Protection, as an autonomous state body, independent in the exercise of its jurisdiction. The objective of this Law is to, with regard to the processing of personal data; provide each natural person with the protection of privacy rights, and other rights and freedoms. According to the Law on Protection of Personal Data in the Republic of Serbia, data processing is prohibited if:
1. the individual has not given his/her consent to the treatment, or if the processing is done without lawful authorization, 2. it is done for a purpose other than that for which it was intended, regardless of whether it is done on the basis of consent or legal authorization for treatment without consent, 3. the purpose of treatment is not clearly defined, if it is altered, unauthorized, or already accomplished, 4. the person to whom the data relate to is specific or identifiable after reaching the purpose of processing, 5. such manner of processing is not permitted, 6. the data being processed are unnecessary or unsuitable for realizing the purpose of processing, 7. the amount and type of data to be processed is disproportionate to the purpose of processing and 8. the data are false and incomplete, i.e. not based on a credible source or are outdated.
According to the mentioned law the operator that collects information from the persons concerned, or from another person, shall inform the person to whom the information relates, or any other person, prior to collection, about:
• his/her identity and the name and address or company, or the identity of any other person responsible for processing data in accordance with the law, • the purpose of collecting and further processing, • the manner of data use, • the identity of the persons or categories of persons using the information, • obligation and legal basis regarding voluntary data provision and processing, • the right to revoke consent to processing, and legal consequences in the case of revocation,
• rights of data subject in the event of unlawful processing and • other circumstances who's withholding against the data subject or another person would be contrary to good faith actions.
The data related to nationality, race, gender, language, religion, political party affiliation, union membership, health, victims of violence, criminal charges and sex life may be processed based on the freely given consent of the person, except when the law prohibits the processing of such data even with consent. Processing of sensitive data is prohibited, except in certain cases (e.g. with consent given by the data subject). Consent to the processing of particularly sensitive information is given in writing, including the designation of the data being processed, the processing purpose and manner of their use. The Law on Protection of Personal data in our country states that the individual has the right to request that the operator accurately and fully informs him/her about:
1. whether the operator is processing data about him/her, and what kind of processing operations will be performed, 2. which data about him/her are being processed, 3. from whom the data were collected, i.e. who is the source of data, 4. for what purpose and on what legal basis are the data being processed, 5. which data collections contain information about him/her, 6. who are the recipients of data, 7. which data, i.e. what kind of data are being used, 8. what are the purposes of using data about him/ her, 9. on what legal grounds are the data being used, 10. to whom are data transferred to, and which data, 11. purposes for which the data are transmitted, 12. on what legal basis the data are transmitted and 13. during which period of time the data will be processed.
According to the Law, the individual has the right to request from the operator to have insight into the data relating to him. The abovementioned includes the right to review, read and hear the data and to make notes. Also, the individual has the right to terminate and suspend processing, if he doubts the punctuality, completeness and accuracy of data, as well as the right to mark such information as disputed, until their punctuality, completeness and accuracy are confirmed.
In our country, there is a present and developing awareness of the need to regulate the issue of privacy in internet marketing, by developing legal practices and other measures, by inclusion of consumers' interests in the formulation of legislation, amending consumer policy, strengthening consumer associations and their active participation in the decision-making process. However, the Law on the protection of personal data is inaccurate and inconsistent with international standards, and deficiencies are such that it is impossible to upgrade, so it is desirable to make a new one as soon as possible. Of course, modern international standards do not guarantee an absolute right of privacy, because there are always areas in which those rights are significantly restricted, such as government and public safety, criminal prosecution, and all the situations where the public interest outweighs the individual.
concLUSion
We live in an information society, in which power and wealth largely depend on information and knowledge as a central asset. The controversies that arise around the collection and use of information are the result of companies' battles to increase their strength, power and influence on the market in such a manner. Therefore, the protection of data and information is one of the most important issues from the consumers' point of view. Governments of most developed countries are intensely trying to keep under control, through laws or unwritten rules, the protection of all data related to existing and potential customers. Generally speaking, in the future we should expect the emphasizing of importance of laws that directly or indirectly relate to this issue in an effort to increase consumer confidence in Internet marketing activities. Internet marketing is an activity that is in the growth phase and every day it gets more and more important, especially because of the great impact it has on the creation and maintenance of partnerships between companies and users, i.e. consumers. Since Serbia has recently become a candidate for membership in the European Union, it is necessary to commence on time the process of adapting our own laws on privacy and data protection of Internet users. The European Commission has defined new rules which guarantee greater control over personal information on the Internet, and that should start to be applied by the end of 2013 after being ratified by all member states of the European Union. According to these rules, the responsibility of society to protect user data would be much larger; each user would be entitled to remove their data from the network, as well as profiles and e-mail accounts if he wants to. This would resolve some of the current issues about who retains user data, whether the companies use them properly, are they allowed to keep them at all, and in what time frame. New measures aim to provide Internet users with the ability to be the owners of their own data, not a web page, social network, or the company to which the data were made available for a particular purpose.
